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A Mobile Agent System Security Mechanism 
for Large Scale Network Applications 
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Abstract  This paper presents a mobile agent system security mechanism for large scale network applications. 
In this mechanism, we use a bidirectional authentication technology based on mixed encryption to resolve the 
mobile agent system local security problem. Mobile Agent Security Management Platforms (MASMP) working on 
different levels is applied to deal with the key distribution and management and control the emigration and task 
attribution of mobile agents. In order to resolve the problem of mobile agent security transference from one 
network to another, a task transfer model based on the credibility between two conjoint level MASMPs is designed. 
All these plans together resolve the mobile agent system security problem well. Because of its hiberarchy system 
structure and management model, this mechanism is very suit for large scale network applications.  
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2  整体安全问题解决方案 



































































































































图2  基于任务传递的MA迁移方案 





















4  系统安全性分析 






















































































表1  IADW与其他异常入侵检测方法比较 
方法 检测率/(%) 错误告警率/(%) 漏检率/(%) 分类率/(%)
IDS-ANN 90.44 2.78 6.78 78.50 
ID3-ids 93.65 1.64 4.70 77.25 
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